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THE ULTRA VIRES EFFECT: CFIUS’S OVERREACH OVER TIKTOK & THE NEED
FOR U.S. FEDERAL DATA PRIVACY REGULATIONS
I. INTRODUCTION
Welcome to the Age of Big Data. 1 We live in a world where all our movements, choices,
preferences, relationships, and interactions are collected as data points. 2 Every day, we give out
personal data for free. However, personal data now has commercial value—data is being bought
and sold in mass. 3 On an ordinary day, many people wake up to an alarm set by Amazon Alexa,
which collects and stores recordings of all requests made. 4 Perhaps then you roll over and check
the AccuWeather app for the weather to plan your outfit for the day, which collects data on your
location. 5 If you commute to work, you might use the popular GPS navigation app Waze, which
also collects location data. 6 Suppose you stop for a coffee at Starbucks and use the Starbucks app,
which collects location, purchasing information, account information, and device and usage
information, among other things. 7 The data is not just being gathered for the apps themselves—
both AccuWeather and Waze have sold user location data to third parties. 8 All of these data
touchpoints occur before you even step into the office and open your laptop.
To complicate matters further, your personal data can—and does—end up in the hands of
those that may use that data for purposes that run contrary to “American ideals.” 9 This is the basis
for the TikTok saga: the “thorniest privacy dispute of 2020,” which “actually isn’t about privacy
or technology at all—it’s about China.” 10 TikTok11 is a Chinese-created mobile app that has
exploded in popularity. 12 TikTok even landed the number two spot on Apple’s most downloaded
free apps list for 2020. 13 However, TikTok’s increasing popularity has come with governmental
scrutiny regarding the data that the app collects from its users. 14 In November 2020, an executive
order issued by President Trump announced that TikTok would be banned—due to national
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security concerns that Americans’ personal data could be accessed by the Chinese government—
unless ByteDance (TikTok’s Chinese parent company) divests itself of that company. 15
One theory of why the ban was issued was a personal vendetta of President Trump. 16
Regardless of the motivation behind it, the situation has brought significant attention to the
activities of the Committee on Foreign Investment in the United States (CFIUS). 17 CFIUS rarely
speaks about what the committee investigates due to confidentiality requirements prescribed by
law, 18 therefore, it is incredibly unusual that there has been so much public discussion by the
President, Secretary of State, and Treasury Secretary on the matter and that the case even went to
the President at all. 19 CFIUS has the authority to review transactions where a foreign company is
going to acquire or has acquired a U.S.-owned company. However, the U.S. government was
incorrect in its assumption that this applies to TikTok, as it involves an intra-China transaction.
How can we remedy government overreach like the TikTok/CFIUS case in the future?
This paper offers one possible idea: a general federal data privacy law to do so. The current state
of data privacy legislation in the United States is not comprehensive enough to tackle data privacy
issues of global mobile app companies. Consequently, the United States should look to enact
comprehensive, federal data privacy legislation. The strongest data privacy law the world has seen
to date, the General Data Protection Regulation (GDPR), was recently enacted in 2018 in the
European Union and could serve as a framework for drafting and implementing such a law.
This paper is outlined as follows: Part II discusses the TikTok case in greater detail. Part
III provides an overview of TikTok’s data privacy concerns. Part IV describes how the E.U.’s
GDPR can serve as a model for the creation of a much-needed federal data privacy regulation,
noting that the United States can take lessons learned from unintended consequences of the GDPR
and build an even better federal legislation of its own.
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II. TIKTOK: FIERCELY POPULAR WITH USERS, BUT NOT WITH THE U.S. GOVERNMENT
TikTok is a social media app that has exploded in popularity over the last couple of years—
it has been downloaded around two billion times and has nearly 700 million active users, of which
100 million are active U.S. users. 20 Contrary to its increasing popularity and user base, the U.S.
government expressed national security concerns about the app. 21 President Trump issued two
executive orders on the matter: the first banned any transactions with TikTok beginning forty-five
days after the issuance of the executive order and the second requires that ByteDance divest its
interest and rights in TikTok, as well as any data collected from its U.S. users. 22 In summary, U.S.
national security concerns outlined in the Executive Orders stem from TikTok’s collection of user
data, the potential for it to track and blackmail federal employees, and its censorship of content.23
Regarding the federal employee concerns, there is already a resolution in progress, the “No TikTok
on Government Devices Act.” 24 Recently passed in the Senate, if the House and President approve,
it would prohibit employees with government-issued devices from downloading TikTok. 25
Focusing on the second executive order, the authority to require that TikTok parent
company ByteDance divest TikTok comes through congressional power delegated to the
executive, exercised by CFIUS. 26 If CFIUS reviews a transaction and determines it to be a threat
to national security, that threat cannot be otherwise mitigated by other U.S. laws, and there is
“credible evidence” that allowing the transaction to proceed would impair national security, then
CFIUS can block or suspend the transaction. 27 CFIUS can at any point review the transaction and
force the parties to unwind the transaction or to comply with other required actions, such as a
National Security Agreement, indefinitely. 28 This is the situation that TikTok is dealing with, as
the acquisition of Musical.ly, which later became TikTok, by ByteDance occurred in 2017. 29
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However, there is one major element of this transaction that differs from the usual types of
transactions that CFIUS reviews—both Musical.ly and ByteDance are Chinese-owned
companies. 30 Take the case of Grindr, a gay dating app acquired by Chinese-owned Kunlun Tech
in 2018. The Grindr acquisition raised national security concerns highly similar to those posed by
TikTok, given analogous concerns over data privacy. As a result, CFIUS issued a decision
requiring Kunlun Tech to fully divest from Grindr shortly after it acquired the company. 31 Despite
those similarities, however, from a CFIUS perspective, there is an important difference between
the TikTok and Grindr transactions, namely that Grindr was developed in Los Angeles before it
was acquired, 32 and therefore involved the acquisition of a U.S. company by a Chinese company.
The transaction under investigation is the sale of Musical.ly, an app that was headquartered
and created in Shanghai, China, managed in China, and owned by a majority of Chinese
shareholders, to ByteDance, another company founded and developed entirely in China.33
Musical.ly had a small U.S. presence, with 20 out of its 300 total employees based in the United
States, who were not responsible for core operations, software or product development. 34
ByteDance also chose not to use Musical.ly’s platform or source code in what makes today’s
TikTok technology platform—the platform used by TikTok was not acquired from Musical.ly but
rather was developed by ByteDance before the acquisition. 35 The U.S. assets from Musical.ly that
were integrated by ByteDance into TikTok were the Musical.ly app’s user base and some licensing
and copyright agreements. 36 The Divestment Order exceeded statutory authority because required
divestment of the TikTok U.S. business in its entirety, while the “covered transaction” was only
the U.S. business portion of Musical.ly as a whole that ByteDance acquired. 37
In addition, while CFIUS has the jurisdiction to review transactions where a foreign
company acquired a U.S.-owned company or U.S. assets, it cannot impose requirements on
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companies solely because they sell services in the United States. 38 The concerns cited by the
Executive Orders regarding TikTok were primarily focused on the national security threat posed
by concerns about the way in which TikTok handles data privacy and the potential for the Chinese
government to access that collected data. 39 The U.S. government’s approach to resolving concerns
about data privacy requires ByteDance to divest TikTok’s U.S. assets, essentially forcing a
Chinese company to sell a recent intra-China acquisition specifically to a U.S. company. 40 Not
only is that an over-extension of CFIUS’s authority because the “covered transaction” only relates
to the specific U.S. assets acquired by ByteDance from Musical.ly and does not include the
technology used in today’s TikTok, 41 but there is another bizarre element of the demanded
divestiture plan. President Trump wanted the United States to profit—he stated that the U.S.
Treasury should get a “substantial portion” of the purchase price because it was making the
transaction “possible” and that “[r]ight now they don’t have any rights unless we give it to them.”42
Furthermore, TikTok is currently suing the Trump Administration, as the company argues
that it has already taken efforts to resolve these concerns and stores its U.S. user data with software
barriers separate from other ByteDance products and from the reach of the Chinese government. 43
ByteDance also submitted several mitigation proposals prior to the divestment order in an attempt
to address the national security issues and avoid judicial intervention. 44 However, all of
ByteDance’s mitigation proposals were rejected without CFIUS communicating a substantive
response as to why the proposals were rejected. 45 Most recently, with the change to the Biden
Administration, the Department of Commerce plans to conduct an evaluation of the justifications
for the prohibitions against TikTok and whether those prohibitions are warranted. Until the new
agency officials have had sufficient time to consider the issues in the case, which may eliminate
the need for judicial review, the appeals will be held in abeyance. 46
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III. OVERVIEW OF TIKTOK DATA PRIVACY CONCERNS
Proposed solutions through the Executive Orders do not include changes to TikTok’s data
collection practices. Nonetheless, in the wake of the Executive Orders, there was heavy discussion
in the public regarding whether Americans needed to delete the TikTok app from their phones for
data privacy concerns. 47 In addition, several companies banned use of the TikTok app by
employees. 48 Thus, an exploration of TikTok’s data privacy practices, and whether these concerns
are warranted compared to similar social media apps, is useful to understand what alternative
options could resolve the national security concerns identified.
According to TikTok’s privacy policy, the app automatically collects certain information
from an individual when they are using the app, including IP address; geolocation data either based
on information from the SIM card or IP address but not GPS data unless permission is given to do
so; any messages sent through the app; device information such as device model, carrier, names
other types of apps on the device, and what time zone the device is set in; metadata if content is
uploaded to the app, e.g. captions, descriptions, or hashtags that accompany a video; and cookies. 49
Cookies are used to provide targeted advertising both on TikTok and outside the app—a practice
not uncommon with mobile apps. 50 In comparing TikTok’s privacy policy with other popular
social media apps, the information collected and use of the information is substantially similar. In
some cases, the other U.S.-based social media apps actually collect more information than TikTok,
such as information about device signals like cell tower information. 51
If TikTok’s privacy practices aren’t substantially different than those of other social media
apps, then what’s the problem? Again, “the key difference between U.S.-owned apps reviewed in
the comparison above and TikTok is that there really isn’t much of a firewall between Chinese
tech companies and the Chinese state.” 52 The major concern is that TikTok may hand over the
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personal data of U.S. citizens to the Chinese government, a request TikTok claims it would deny
if it were made. 53 While TikTok user data is currently stored in the United States and Singapore, 54
with data storage in the European Union in the works, 55 it is unclear whether TikTok could actually
decline such a request, given that it is a Chinese entity. 56 TikTok’s privacy policy states: “[w]e
may disclose your information to respond to subpoenas, court orders, legal process, law
enforcement requests, legal claims, or government inquiries.” 57 On the other hand, TikTok took
action to be removed from app stores in Hong Kong after a new Hong Kong-specific sedition law
was passed that would require TikTok to provide data to China. 58
Separately, given that one of the major concerns of the Trump administration was that a
foreign government may be able to access the data, it is worth exploring security concerns
surrounding Oracle, one of the U.S. companies that was planning to purchase a stake in TikTok.59
President Trump approved a deal where Oracle and Walmart would be getting a combined 53%
stake in TikTok Global, while the remaining ownership stake would go to ByteDance’s Chinese
and international investors. 60 Oracle would be responsible for reviewing both TikTok’s source
code and storing the data of American users. 61
However, Oracle taking responsibility for the data security of TikTok might not be the
saving grace the United States is seeking. 62 Commercial personal data gets stolen frequently, an
issue from which Oracle has not been immune. 63 There was a major security breach at Oracle
perpetrated by a Russian cybercrime group that resulted in personal data being made available to
anyone on the internet. 64 Oracle taking over security for TikTok may end up with the same result—
the potential for the personal information of users being made available to the parties that the
United States seeks to prevent from acquiring that data through this transaction. 65
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VI. A PRACTICAL APPROACH TO DATA PRIVACY ISSUES WITH FOREIGN-OWNED COMPANIES:
ENACTMENT OF FEDERAL COMPREHENSIVE DATA PRIVACY REGULATIONS LIKE THE GDPR
Given the absence of a comprehensive, federal data privacy law in the United States, the
United States has relied on national security laws in order to regulate Chinese social media
companies that obtain the data of U.S. users. 66 Using this approach, the President and CFIUS
exceeded their authority, therefore, another avenue must be explored to provide another form of
protection to American citizens to mitigate these national security concerns. This national security
approach has been described as a “nationalist whack-a-mole, backed up with knee-jerk threats of
expropriation,” 67 which undermines foreign investor confidence in the United States. 68 It is clear
that the current state of data privacy legislation in the United States is not comprehensive enough
to tackle data privacy issues of global mobile app companies—consequently, the United States
should look to enact a federal, comprehensive data privacy legislation similar to the GDPR. 69
A. The GDPR: The World’s Strongest Data Protection Law
On May 25, 2018, the European Union passed the most comprehensive privacy and
security law that the world has seen to date. 70 Penalties for non-compliance with the GDPR can
reach the higher of 20 million euros or 4% of the preceding year’s revenue for any company that
violates its terms.71 Since the inception of the GDPR, the Information Commissioner’s Office
(ICO) has issued notices of intention to fine Marriott over ninety-nine million euros and British
Airways more than 183 million euros for breaches of the regulations. 72 Not only are the fines for
non-compliance with the GDPR steep, but data subjects 73 themselves—the E.U. citizens who visit
websites—can seek damages from the controller or processor that handles their data for GDPR
infringement. 74 A controller or processor is an entity that handles personal data either within the
organization that controls the website or through their provision of third party services to that
organization. Moreover, the GDPR does not only apply to E.U.-based companies. 75 The regulation
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reaches all activities involving the processing of personal data of E.U. citizens, regardless of
whether the actual processing takes place in the European Union. 76 In order to not violate the
GDPR rules surrounding transfers of personal data, companies are looking to establish data centers
in the European Union. 77 For example, TikTok announced that it will be spending nearly $500
million to open a data center in Ireland. 78
B. GDPR as a Data Protection Model – Is Everyone Convinced?
While the GDPR is a strong comprehensive data privacy regulation that can be used as a
model for other countries like the United States, there are some unintended consequences from its
enactment and some lessons learned that could be integrated. 79 The first unintended consequence
is that the GDPR has been used to censor journalists who have published articles with personal
data such as videos, photos and documents. 80 In Romania, journalists from the Rise reported on
an alleged scam involving the President of Romania’s Social Democratic Party, publishing
screenshots of emails, photos, videos, and other forms of media that now involves regulated private
data of Romanian citizens. 81 The Romania’s Data Protection Authority ruled that the journalists
violated Romania’s data privacy law, which is based on the GDPR. 82
Unfortunately, this was not an isolated occurrence. The same type of situation occurred in
Slovakia, where head of Slovakia’s data protection authority, Soňa Pőtheová, attempted to force
an investigative outlet, Investigace.cz, to reveal anonymous sources by suggesting a 10 million
euro fine. 83 Although Pőtheová was asked to resign from this, it still shows the potential for abuse
of the GDPR. 84 Watching the kinks unfold after the enactment of the GDPR, the United States
could perhaps consider an exemption for published journalism works to avoid the same censorship
concerns in drafting its own comprehensive data privacy legislation. 85
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IX. CONCLUSION
The TikTok case has demonstrated the limitations to CFIUS, a committee that was often
viewed as a black box, on the ability to regulate foreign companies. In the overarching war on
Chinese apps, TikTok was poised to be just a piece in a much larger puzzle to eradicate Chinese
companies from U.S. devices and app stores. From TikTok, the case reinforces that CFIUS may
only act on “covered transactions”. For TikTok, that “covered transaction” would have only
included the U.S. assets that were acquired by ByteDance from Musical.ly and subsequently
integrated in what makes today’s TikTok. 86 Therefore, ordering a divestiture of TikTok in its
entirety was an overextension of CFIUS’s authority.
While taking the CFIUS avenue might work for regulating a narrower pool of foreign
companies, this leaves a massive gap in the United States’ ability to regulate and protect the
personal data of American citizens. In the absence of comprehensive federal data privacy laws, the
United States has been failing to regulate and protect its citizens’ personal data. Comparatively,
the European Union recently passed the GDPR, which has allowed its member states to take an
entirely different approach to protecting the personal data of E.U. citizens. The GDPR is applicable
to any company collecting and processing personal data of those citizens, rather than the “whacka-mole” approach the United States has been taking with Chinese mobile app companies. 87 The
United States is long overdue for a general data privacy regulation—the GDPR could serve as a
model to the United States, taking lessons learned to build and enact an even better federal
legislation of its own.
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